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How to use this checklist

Certification establishes a formal security baseline.
Wallet Providers must also establish trust during
activation, monitor operational security posture, 
and respond when conditions change. 

Use this checklist to identify gaps in ownership,
controls, evidence, and response. 

Mark each item: Covered / Partial / Gap 
Record: Owner / Evidence / Next action 
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1. Define ownership and scope 

We have identified the legal entity acting as the
Wallet Provider. 

We have assigned ownership for the mobile 
Wallet Instance, backend services, cryptographic
components, monitoring, incident response,
updates, and certification evidence. 

Delivery partners understand which requirements
they support and which decisions remain with the
Wallet Provider. 

Covered Partial Gap

Covered Partial Gap

Covered Partial Gap

Owner and evidence:

2. Verify genuine Wallet Instances 

We can explain how the Wallet Provider verifies
during activation that a new Wallet Instance is a
genuine instance of its Wallet Solution.[1] 

The backend can distinguish an approved application
from an unofficial, copied, or modified client.

The verification evidence is protected against replay,
substitution, and manipulation.

Covered Partial Gap

Covered Partial Gap

Covered Partial Gap

Owner and evidence:
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3. Establish Wallet Instance integrity 

We have defined the measures used to verify Wallet
Instance integrity before issuing a Wallet Instance
Attestation.[1]

Covered Partial Gap

Owner and evidence:

4. Monitor operational security posture 

We have documented which app, device, operating-
system, library, cryptographic, and hardware signals
we need and are permitted to monitor.  [1]

Our posture model covers relevant conditions such
as root or jailbreak, emulator use, outdated Wallet
Instance versions, vulnerable libraries, and
operating-system health.[1]

Covered Partial Gap

Covered Partial Gap

Owner and evidence:

Additional controls such as tampering, repackaging,
debugging, hooking, or malware detection are
mapped to a defined threat and security outcome
rather than presented as direct ARF mandates. 

Covered Partial Gap

We know which application components, signatures,
configurations, and runtime properties are included
in the assessment.

We have defined what happens when an integrity
check fails. 

Covered Partial Gap

Covered Partial Gap
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5. Set privacy boundaries 

Every monitored signal has a documented security
purpose. 

We collect only the information reasonably needed
for that purpose. 

We have documented where the data is processed,
who can access it, how long it is retained, and what
response it can trigger. 

Covered Partial Gap

Covered Partial Gap

Covered Partial Gap

Owner and evidence:

6. Define proportionate responses 

We have classified runtime conditions by severity. Covered Partial Gap

Owner and evidence:

Security-posture monitoring is separated from
unrelated behavioral or location surveillance.[2] 

Covered Partial Gap

We have decided when to allow normal use, restrict
sensitive functions, require reauthentication, force
reactivation or an update, or revoke the Wallet
Instance. 

Covered Partial Gap

Security, product, support, and compliance teams
understand who owns each response decision. 

Covered Partial Gap
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7. Maintain protection after release 

We can identify outdated or vulnerable Wallet
Instance and library versions. 

We can update the Wallet Unit when required to
maintain security and functionality.[1] 

We have a response for high-risk instances that
cannot be updated immediately. 

Covered Partial Gap

Covered Partial Gap

Covered Partial Gap

Owner and evidence:

8. Produce usable evidence 

We can show what condition was detected, which
version and policy were active, and what action
followed. 

Events can be correlated without collecting
unnecessary personal data. 

Runtime controls have been tested for effectiveness,
false positives, accessibility, performance, and
release impact. 

Covered Partial Gap

Covered Partial Gap

Covered Partial Gap

Owner and evidence:

Each control and evidence source is mapped
accurately as an EU legal requirement, ARF
requirement or recommendation, national
requirement, or implementation choice. 

Covered Partial Gap

Changes to app protection, backend policy, and
operational response follow controlled testing and
approval processes. 

Covered Partial Gap
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Next step 

Map each runtime trust outcome to: 

Signal → Control → Response → Owner → Evidence 

Any blank field is an implementation question that
needs an owner before certification or launch. 

Source notes:

[1] The current ARF high-level requirements state that Wallet
Providers must verify genuine Wallet Instances during activation,
take measures to verify integrity before issuing a Wallet Instance
Attestation, monitor operational security posture, maintain security
through updates, and investigate and revoke Wallet Units when
compromise affects trustworthiness. Annex 2 recommends
monitoring signals including root or jailbreak, emulator use, 
OS health, and Wallet Instance and library versions. 

[2] The ARF distinguishes privacy-preserving app and device
posture monitoring from broader behavioral or location surveillance. 
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